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7[ User manual
STM32™ and STM8™

Flash loader demonstrator

Introduction

The purpose of this document is to describe the STMicroelectronics STM32™ and STM8™
Flash loader demonstrator application that was developed to illustrate the System memory

boot loader capabilities.

This document details the prerequested hardware and software environments, as well as
the use cases of the demonstrator software.
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1.1

1.1.1

1.1.2

1.2

Getting started

Package contents

The following items are supplied in the Flash loader demonstrator package:

Software contents

1.  STBLLIB.dIl: a dynamic-link library implementing the system memory boot loader
protocol and the communication APIs as virtual functions to be loaded dynamically
from the STUARTBLLIb dllfile.

2. STUARTBLLIb.dIl: a dynamic-link library implementing the system memory boot loader
protocol and the RS232 COM communication APls.

3. Files.dll. a dynamic-link library implementing the needed file manipulation APIs to load
and store binary, hexadecimal and motorola S19 files.

4. STMicroelectronics Flash loader.exe: a wizard application that provides the high-level
operations that can be performed by the user.

5. STMFlashLoader.exe: a command-line version of the STMicroelectronics Flash
loader.exe that provides the same features over several options.

6. The “Map” directory is located in the installation directory. It contains the mapping
description files of the supported devices.

7. The “Src” directory is located in the installation directory. It contains the header and Lib
files of the two DLLs and the complete source of the command-line version.

8. The “Doc” directory is located in the installation directory, it contains the UM0462 and
UMO0516 (Windows API for STMicroelectronics microcontroller boot loaders) user
manuals.

Hardware contents

The Flash loader demonstrator is designed to work with all STMicroelectronics devices that
support the system memory boot mode UART protocol. For more details, please visit the
STMicroelectronics website (http:/www.st.com).

System requirements

In order to use the Flash loader demonstrator with the Windows operating system, a recent
version of Windows, such as Windows 98, Millennium, 2000, XP, Vista or Windows7 must be
installed on the PC.

The version of the Windows OS installed on your computer may be determined by right-
clicking on the “My Computer” icon on the desktop, then clicking on the “Properties” item in
the displayed pop-up menu. The OS type is displayed in the “System Properties” dialog box
under the “System” label as shown in Figure 1.
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Advanced system settings

Computer name: WindowsTx86 '@'Change settings
Full computer name: WindowsTx86
Computer description:
Workgroup: WORKGROUP
Tealsr Windows activation
Action Center Windows is activated e -}
Windows Update Product ID: 00426-065-0323776-86389  Change product key )= a5

System
Rating:

Processorn

Installed memory (RAM): 768 MB (759 MB usable)

System type:

Pen and Touch:

Computer name, domain,

Performance Information and

Tools

Figure 1. System Properties dialog box
[\e .; B » Control Pa.. » System and Secur.. » System - | | Search Control Panel
Control Panel Home . oc .
View basic information about your computer
) Device Manager Windows edition
) Remote settings Windows 7 Ultimate
@ System protection Copyright @ 2009 Microsoft Corporation. All rights reserved.

m Windows Experience Index
5

Intel(R) Pentium(R) 4 CPU3.20GHz 3.20 GHz

32-hit Operating System
Mo Pen or Touch Input is available for this Display

and workgroup settings

Learn more online...
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For communication purposes, you need to verify that you have an available COM port
(RS232) if the application implements the UART interface.

To check that you have an available interface (COM), right-click on the “My Computer” icon
on the desktop and select “Properties” from the pop-up menu. The “System Properties”
dialog box appears. Click on the “Hardware” tab, and then on the “Device manager” button
to display the system hardware configuration. Available COM ports are grouped under the
“Ports (COM & LPT)” node in the hardware tree as shown in Figure 2.
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1.3

1.3.1

Figure 2. Device Manager window

File Action Wiew Help

= @ E HE O &b

a = Windows7x86

b M Computer

:: =y Disk drives

..M Display adapters

> 4 DVD/CD-ROM drives

> '\:H Fleppy drive controllers

b g IDE ATAJATAPI controllers

b &R Keyboards

b }E! Mice and other pointing devices

b A Monitors

b -EF Network adapters

b K Portable Devices
3 Ports (COM & LPT)
? Communications Port (COML)
Y' ECP Printer Port (LPTL)
LT STM Virtual COM Port (COM3)
b D Processors

> % Sound, video and game controllers

b M Systern devices

- i Universal Serial Bus controllers

It is interesting to know the capabilities of the COM port. To find out, right click on the
Communication Port (COMXx) item then click on “Properties” to display the Properties
window. Select the “Port Settings” tab, then click on the arrow next to the “Bits per second”
combo box to know the baud rates supported by the port.

Flash loader demonstrator installation

Software installation

If an older version is installed on you computer, remove it by using the “Add or Remove
Programs” service in the “Control Panel”.

Run the provided Setup.exe file: the InstallShield Wizard will guide you through the
installation of the Flash loader demonstrator application on your computer as shown in
Figure 3 and Figure 4 (You must accept the license agreement to install the software).
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Figure 3.

InstallShield Wizard

InstallShield Wizard [

Welcome to the InstallShield Wizard for Flash
Loader Demonstrator v2.1.0

The InstallShield® Wizard will install Flash Loader
Demonstrator «2.1.0 on your computer. To continue, click
Mext.

< Back

Cancel |

Figure 4.

InstallShield Wizard license agreement

Licenze Agreement

Flease read the following icense agreement carefully.

Press the PAGE DOWM key to zee the rest of the agreement.

SOFTwWARE LICENSE AGREEMENT

By using this Licensed Software, You are agreeing to be bound by the terms and
conditions of this License Agreement. Do not use the Licensed Software until vou have
read and agreed to the following terms and conditions. The use of the Licensed S oftware
imples automatically the acceptance of the follovaing terms and conditions. Please
indicate your acceptance or MOM-acceptance by selecting '| ACCEPT or 1 DO NOT
ACCEPT' as indicated below in the media.

Do you accept all the terms of the preceding Licenze Agreement? If you choose Mo, the
getup will cloze. Toinstall Flagh Loader Demonstrator 2,10, you must accept thiz agreement.

InstallShield

Once the software has been successfully installed, click on the “Finish” button. The
version.txt file containing the new release notes will automatically open in the Microsoft®-

native Notepad application. Closing Notepad will launch the Flash loader demonstrator if the
check boxes are kept as default in the InstallShield Wizard.
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1.3.2 Hardware installation

As the Flash loader demonstrator is able to communicate over the UART interface, the
device should be connected to a spare PC COM port in the event of a UART
communication.
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User interface description

The Flash loader demonstrator is designed as a wizard application. It is structured into six
steps, the:

Connection settings page
Flash status page

Device information page
Operation choice page
Option byte edition page
Operation progress page

I

Step 1

Run the Flash loader demonstrator application from the “Programs” menu (connection to the
device has not been made yet) then, make sure that the device is connected to your PC and
reset it to restart the system memory boot loader code.

This step consists in selecting the UART connection interface and its related settings. Set
the connection settings (port name, baud rate and timeout, etc.) as shown in Figure 5. For
an optimum configuration for the UART interface, set “Baud Rate” to 115200 bits per second
and “Timeout(s)” to 5 seconds.

Ensure that the boot configuration pins are set correctly, then click “Next” to continue. If a
connection has been established, the wizard moves to the next step, otherwise a message
box is displayed that indicates the error that occurred.

Possible errors messages:

® “Cannot open the COM port”: this message is shown if the selected COM port is not
found or if it is already being used by another process.

® “Unrecognized device”: this message is shown if the received value is different from
0x79. Resetting the device may solve the problem.

® “No response from the target”: this message is shown when there is no response from
the target. It indicates that the System memory boot loader is not functional. Verify the
boot configuration and check that the used microcontroller contains the boot loader
code.

The Timeout argument is the period of time after which a read request from the serial port is
aborted if no data is received. The recommended value is 5 seconds, but it depends on the
used environment, like the hardware performance.
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Figure 5. Connection settings page

STMicroelectronics

Select the communication port and set zettingz, then chck nest to open
cannection,

— Cormman for all families

* UaRT

Part Mame IEDM1 vl Parity IEven vl
Baud Rate I‘I152DD vl Echo IDisabIed vl
[Data Bits IB vl Timeoul(z] |5 vl

LCancel

Note: “Echo” combo-box is present in version 2.1.0 of the Flash loader demonstrator for the
support of some STM8 devices that use LIN echo back emulation through the UART
protocol. If these devices are not used, this option should be kept disabled.

4
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Step 2

In the second step the connection has been established and communication has started. It
consists in displaying the Flash memory status. This status can be read-protected, in which
case the “Next” button is disabled until the read protection is removed by clicking on the
“Remove protection” button.

Clicking on the “Remove protection” button will not only read-unprotect the Flash memory, it
will also erase all its pages.

Figure 6. Flash status page

STMicrosiectronics

$ Target is readable. Fleaze click "Mest' to proceed.

B emoveprotectiog

4
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Step 3

In this step the Wizard displays the available device information such as the target ID, the
firmware version, the supported device, the memory map and the memory protection status.

Select the target name in the target combobox as shown in Figure 7 and Figure 8, then click
on “Next” to continue.

Device information page - STM32 example

Figure 7.

STMicroelectronics

Fleaze, zelect vour device in the target list

Target & Connectivity-line 2F
STh OhitEs Hine 128K,

FID [h] |STM32_Connectivite-line_256K,
STH32_Connectivity-line_ B4k,

Version 1.0

Flazh mapping

M arne | Start addressl End address | Size

A Pao=0 08000000 Ox BOOO7FF
A Page 048000200 0w BOODFFF
Ay Fage2 048001000 0w BO017FF
B Paged 0+ 8001800 Ox BODTFFF
A Paged 048002000 Ox BO0Z7FF
A Pages 048002800  Ow BOOZFFF
B Paoe6 0+ 8003000 Ox BOO37FF
A Page7 048003800 0w BOO3FFF
B Paoes 0+ 8004000 Ox BO047FF
A Paoed 08004800 Ox BOD4FFF
M PagelD 028005000 Ok BOOSTFF
W Pagell  0x8005800 Ok BOOSFFF
~

[= BV Rl [ PRalninlsinlnly] My ONAC3?CC

Legend : ﬂ Protected

D500 [2K]
0B00 [2K]
0<800 [2K]
DB [2K]
0B00 [2K]
0<800 [2K]
DB [2K]
0500 [2K]
D500 [2K]
DB [2K]
0500 [2K]
D500 [2K]

D00 F

UnProtected

DO00|-

100000000

CO00|
[m] »

100000000

Back | Heut I

LCancel

]
[=]
i
@
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Figure 8.

Device information page - STM8 example

STMicroelectronics

Flease, select your device in the target list

SThE 128K

Yersion |2.1

Flazh mapping

M arne | Start addre33| End address | Size

B DaaEE0 Ok 4000 Ox 43FF
S DataEEl v 4400 Ox 47FF
@ OpiBstes Ok 4800 0Ox 487F
B SECO D¢ G000 Ox G3FF
By SECT Oe 2400  Ox 97FF
By sEC2 O 8300  Ox SBFF
& cEC3 Oe GCO0  Ox OFFF
By sECd Oe 9000 Ox 93FF
By SECS Ox 9400  Ox 97FF
& sEco Oc 9800 O« 9BFF
By sECT Oe 9000 Ox 9FFF
By SECS O ADOD  Ox AJFF

& cora M AdAnn n.  A7CC

D400 (1K)
0400 [1K]
080 (0K

D400 (1K)
0400 [1K]
0400 [1K]
Oed00 (1K)
0400 [1K]
0400 [1K]
Oed00 (1K)
0400 [1K]
0400 [1K]

O A0n

| Hext I

LCancel
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Step 4

At this step, select the requested operation —Erase, Download, Upload or Disable/Enable
Flash protection or Edit option bytes — and set the related parameters:

1. Erase

a)
b)

Choose “All” to erase the whole memory

Choose “Selection” to customize the Erase operation. Click the “..” button to
display the memory mapping dialog window. Then check the pages to be erased
and click “Ok”.

2. Download

Click the related browse button to open a binary, hexadecimal or S19 Motorola file.
If the loaded file is a binary file, the download address is the start address of the
first page and the “@” field is still editable to accept changes.

If the loaded file is a hexadecimal or an S19 motorola file, the download address is
the start address of the first record in the file, and the “@” field is read-only.

Check the “Verify” check box to launch the verification process when the
Download operation is finished.

Check “Jump to the user program” to launch the downloaded program.
Check “Optimize” to filter FFs packets (256 bytes).

Check “Apply option bytes”, then browse the option byte file created by the “Edit
option bytes” operation. The values in the selected file will be applied to the device
after download.

3. Upload

Click the related browse button to select which binary, hexadecimal or S19
motorola file will store the uploaded data.

4. Disable/Enable Flash protection

Select the choices from the two drop-down menus to make up the desired
command (Enable Read protection, Disable Read protection, Enable Write
protection, Disable Write protection). All protection commands will be applied to all
the Flash memory pages except for the Enable Write Protection, which can be
customized. This is done by clicking the “..” button to select the pages to be write-
protected.

5. Edit option bytes

If you need to set the option bytes, check the option then click “Next” to move to
the option byte edition page (Step 5 Figure 11.).

Warning: Erase and Download operations can be performed only if the

write protection is disabled.
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Figure 9.

Operation choice page for STM32

STMicroelectronics

i Al " Selection

7 Download to device
— Diownload from file

‘ " Erase necessany pages ¥ NoErase

" Global Erase

@ [h] | 8000000 -

[T Optimize [Femove some FFs) [T ety after download

[T Jump to the user program

[ &pply option bytes I

¢~ Upload from device
— Upload to file

Enable/Disable Flazh protection

[ENABLE ~| |wRITEPROTECTION ~|

B
m
B

" Edit option bytes

Back | Hewt I

Lancel |

Cloze |
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Figure 10. Operation choice page for STM8
. Flash Loader Demanstratc [~
STMicroelectronics
™ Erase
= Al {~ Selection
& Download to device
 Download from file
[FGTSE ]
‘ " Erase necessan pages ¥ N " Global Erase
@ (h)| 4000 hd [~ Jump to the user program
[ Optimize [Remave some FFg| [V erify after download
™ Upload from device
— Upload to file
[ExAMyFile. 519
Back | Hext I LCancel
Note: This step applies to STM32 devices only. There is no step 5 for STM8 devices.

J

Case of an “Edit option bytes” operation:

Doc ID 13916 Rev 7

The last Wizard page depends on the operation selected in Step 4.

The Option byte edition page is displayed. It contains the current option byte values
loaded from the device: RDP, USER, Data0, Data1, WRP0O, WRP1, WRP2 and WRP3.
For more details, please refer to the Option byte loader section in the “STM32F10xxx
Flash programming manual” (PM0042 available from www.st.com).

This step gives the possibility of applying the edited option byte values, loading them
from the device and saving them to a file.

17/25
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Figure 11. Option byte edition page
[ 2 Flash Loader Demonstrata =)

STMicroelectronics ‘7’

— Read pratection option byte.
RDP [k |A5 [” Read out protection enabled

— User Option bytes.
v wDG_Sw v mRST_STDEY

RBEs [h]IFF ¥ nRST_STOP

— Bytes for user data storage.
Data O (k) IFF Datal [h) IFF

— Flazh memory wite probection ophion bytes.

Mame I Start address | Size I W’I -
% Paged  0x8000000 0800 (2K) (3
[I%yFaget  0x2000200  Ox800(2K)] B
WRPO (h [FF |1 Page2 08001000 04800 (2K)
(% Paged  0x8001800 0800 (2K
[FF

WRF1 hi % Faged  0x8002000 0800 (2K
WRPZ () [FF |1y PageS  0x8002000 04800 [2K)
WRP3 ) [FF (% Fages 022003000 04200 (2K
%y Fage?  0xS003800 0800 (2K

% Pages  0x8004000 0800 (2K)

] el M Paged 048004800 04800 [2K)

200000000

Load from device | Apply to device | Save tofile |

Back | Hext I Cancel | LCloze |

b) Case of any other operation:

The operation page is shown. It gives the size of the data to be downloaded or
uploaded, the percent completed and the duration of the operation as illustrated in
Figure 12.

o If the operation is successful, the progress bar is green colored. If an error occurs, the
bar turns red and the error is displayed.

® To stop the operation click the “Cancel” button.

o If the “Jump to the user program” check box was checked in the previous step (Step 4),
and the user program was successfully downloaded, communication with the system
memory boot loader is lost. Consequently, the “Back” button is redirected to the
“Connection settings page” (Step 1) to avoid the launch of a new operation.

If the “Jump to the user program” check box was not checked in Step 4, the “Back”
button is still active and you can return to Step 4 and select a new operation.

4
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Figure 12. Operation progress page

- [EEEE——T—)

STMicroelectronics

Target ST 32_Connectivity-line_256K,
Mapfile  S5Th3IZ_Connectivity-line_256K.STmap

Operation DOWMNLOAD
File name  C:\MuFile.s19

File size 25600 KE [262144 hytes)
Status 209.88 KB [214922 hytes) of 256.00 KB [262144 bytes)
Time 00:00:31

Downloading data 2%

Back | Hext | LCancel | LCloze |
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Command-line usage

The command-line version (STMFlashLoader.exe) provides the same functionality as the
GUI. It supports several options in order to run a sequence of operations.

The following paragraphs describe the available command-line options as shown in

Figure 13.

Figure 13. Command-line version

-

B3 CAWind Mﬂ o e S

STMicroelectronics UART Flash Loader command line v2.1.8 -~

8TMFlashLoader.exe [options] [Agrumentl[[options] [Agrumentl...]

-7 (Show this helpl
- (Establish connection to the COM port)
——pn port_nh e.g: 1. 2 ..., default 1
—br baud_rate e.g: 1152848, 57688 ..., default 576688
—db data_bits value in {5.6.7.8 .... default 8
——pr parity value in {NONE.ODD_.EUEN> ..., default EUEN

——sh stop_hits value in {1.1.5.23 ..., default 1
echo value ON or OFF .... default is OFF
time_out (ms») e.q 18060A,. 2086, 3808 .... default 5888
device_name (e g STM32_Low—density_16K. [See the Map directoryld
(erase flash pages
——all all pages : erase all pages
——sec nunmber_of_pages_group pages_group_codes : erase specified group pages

m

(Upload flash contents to a .bhin. .hex or .s19 file >
—fn file_name : full path name of the file
(Download the content of a file into MCU flash2
——a address(hex>: start @ in hex ; ignored if it is not a hinary file
—fn file_name full path name <.hin, .hex or .519 file>
: verify after downleoad
: optimize; removes FFs data
(RBun the flash code at the specified address
——a address¢hex? : address in hexadecimal?
(Activate or diasactivate protections?) |
——euwp enable write protection for sector codes (e.g 1,.2.etc.?>
——dup disabhle write protection
——drp disable read protection
——erp enahle read protection, all arguments following this one will fail

{Get or set option hytes>
—get ——fn file_name : get option bytes from the device
and write it in the specified file
—set ——fn file_name : load option bytes from the specified file
and write it to the device
——set ——vals ——0PB hex_val : set the specified option hyte; OPB in: User,
RDP, Datad,. Datal. WRPH,. WRP1i. WRP2, URP3
—Rts (zet Hts line to Hi. Lo>
—=State : State in {Hi. Lo}
-Dtr (Set Hts line to Hi, Lo2>
: 8tate in {Hi, Lo}

G

—— - Tr— ol

STMFlashLoader.exe option [Arguments] [option [Arguments]]...

-?

Shows help.

-C:

Defines the COM port.
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The -c option allows you to select the COM port that the command uses to communicate
with the target MCU. By default, the command uses COM1. To select different COM port
and connection settings, use the -c option in the form:

-¢ --pn port_number (e.g 1, 2..., default 1)

-c --br baud_rate (e.g 115200, 57600..., default 57600)

-c --db data_bits (value in {5,6,7,8}..., default 8)

-c --pr parity (value in {NONE,ODD,EVEN}..., default EVEN)

-c --sb stop_bits (value in {1,1.5,2}..., default 1)

-c --ec echo (value ON or OFF..., default is OFF)

-¢ --to time_out ((ms) e.g 1000, 2000, 3000..., default 5000)
The -c option supports multiple arguments. This means that you can set more than one
argument in the same command:

-c --pn 1 --br 115200 --to 7000

-i device_name
Defines the MCU target to be used.

For example: STM8_32K, STM32_Med-density_128K, STM32_High-density_512K,
STM32_Low-density_16K etc. The device name is the name of the map file located in the
Map directory.

-e
Erase command.

According to the given arguments, the command can be used to erase a specific page of
memory or, to erase the entire Flash memory. This operation can take a second or more to
complete, depending on the memory size involved.

-e --all erase all pages
-e --sec number_of_pages_group pages_group_codes
-e --sec 3 0 1 2 erases 3 groups of pages coded 0, 1 and 2

-u

Uploads the Flash memory contents to the specified file (bin, hex or s19 file; the file type is
recognized by its extension), to specify a file use the -u option in the form:

-u --fn file_name (full path name)
-d

Downloads the contents of the specified file into the MCU Flash memory at the specified
address. To specify the file to be downloaded and the download address, use the -d option
in the form:

-d --a address(hex) --fn file_name (full path name (bin, hex or s19 file); the file type is
recognized by its extension).

The address is mandatory in the case of binary files and ignored in the case of hex and s19
files.

To verify the downloaded data, add the --v argument.

To optimize and remove FF packets, use the --o argument.
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-0
Gets or sets option bytes.

Use --get to read option bytes from the device and store values to a file.
--get --fn file_name (full path name)
Use --set to write option bytes to the device. The option bytes can be read from a file or
given as values.
--set --fn file_name (full path name)
--set --vals --OPB hex_value (OPB in (User, RDP, Data0O, Data1, WRPO, WRP1,
WRP2, WRP3).
The -0 option can accept multiple arguments as shown below:
-0 --get get_file_name --set set_file_name
-0 --get get_file_name --set --vals --User 01 --RDP 5A --Data0 DE --Datal EA

Warning: When setting option bytes, if RDP is not equal to A5h, the
read protection is activated, and all subsequent operations
will fail.
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P

Activates or deactivates the protection. It is used as shown below:
-p --erp (Activate read protection)
-p --drp (Deactivate read protection)

-p --ewp number_of_pages_group pages_group_codes (activates the write protection
on the given page group codes)

-p --dwp (disables the write protection)

Warning: The --erp argument activates the read protection. All
subsequent operations will fail. To avoid this kind of problem,
use -p --erp as the last argument.

-r

Performs a jump to the specified address. It is used as follows:
-r --a address(hex)

-Rts

Sets the COM RTS pin to either high or low level. It is used as follows:
-Rts -- Hi

-Dtr

Sets the COM DTR pin to either high or low level. It is used as follows:
-Dtr -- Lo

Note: Note that all command-line options found are executed IN ORDER. Thus, with a careful
arrangement of the command-line options, you can perform a complicated sequence of
operations using custom batch files.
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Revision history

Table 1. Document revision history
Date Revision Changes
25-0ct-2007 1 Initial release.

Flash loader demonstrator version upgraded to V1.1.

Small text changes.

Section 1.1.1: Software contents updated. Section 1.2: System
requirements modified.

05-Jun-2008 2 Welcome step removed, Flash status page and Option byte edition
page added.
Section 3: Command-line usage added.
Step 2 on page 12 added. Step 5 on page 17 modified.
17-Jun-2008 3 Software revision updated in Section 1.3.1: Software installation on
page 7.
Flash loader demonstrator version upgraded to V1.2. It can also be
31-Oct-2008 4 used with STM8 devices.
Figure 5to Figure 12 updated accordingly.
04-Mar-2009 5 Flgsh loader demonstrato[' version upgraded to V1.3. Figure 5 to
Figure 12 updated accordingly.
Flash loader demonstrator version upgraded to V2.0. This version
applies not only to the STM32™ family but also to the STM8™ family.
Section 1.1.1: Software contents updated (STUARTBLLib.dll and
STCANBLLib.dIl added).
02-Jul-2009 6 Section 1 2 System requirements modified, Figure 2: Device
Manager window changed.
Section 1.3.1: Software installation and Section 1.3.2: Hardware
installation updated.
Step 1 and Figure 5: Connection settings page updated. Small text
changes.
Flash loader demonstrator version upgraded to V2.1.0. Figure 1 to
12-Nov-2009 2 Figure 13 updated accordingly.

Flash loader demonstrator is upgraded to support only UART
protocol for STM8™ and STM32™ families.
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